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This Service Schedule & Terms ("Schedule") forms part of the Agreement between Amicus ITS Ltd, trading as Aura Technology ("Company"), and the Customer identified in the applicable Order Form. This Schedule governs the Aura Managed XDR Service(s) purchased by the Customer.
1. INTERPRETATION AND DEFINITIONS
In this Schedule, the following expressions shall have the meanings set out below unless the context otherwise requires:
"Agreement" means the General Terms and Conditions, the Order Form(s) and this Schedule, including any amendments made in accordance with the Agreement.
“The Company” means Amicus ITS Limited t/a Aura Technology (Company Registered Number 03879859), as defined in the Order Form.
“The Customer” means the Customer as defined in the Order Form.
"Authorised Contact" means the Customer personnel authorised to request changes, approve actions, and receive escalations, as listed in the Order Form.
"Authorised User" means Customer personnel authorised to interact with the Managed XDR Service.
"Authorised Device" means Customer-approved endpoints, servers, cloud tenants, or network devices monitored under the Managed XDR Service.
"Incident" means a suspected or validated security event that requires investigation, containment, remediation, or confirmation of a false positive.
"Request" means a customer request relating to configuration, reporting, integration, or service changes that does not constitute an Incident.
"Managed XDR Service" means the managed monitoring, detection, triage, response, and remediation service described in this Schedule and ordered via the Order Form.
"Service Components" means the XDR modules purchased, including Endpoint, Email, Cloud, Network, Server, and Extended Retention components.
"Supplier" means third-party technology providers supporting the Managed XDR Service.
“Order Form” is a formal agreement that outlines the specific IT services and products to be delivered by the Company to a named Customer. It serves as a binding contract once signed by both parties and is governed by the Company’s General Terms and Conditions and any attached schedules, such as service level agreements (SLAs) or Managed Service terms.
“Initial Term” means the period beginning on the agreed Commencement Date of the contract on the Order Form and continuing for a defined duration, typically 36 months.



GENERAL
In the event of a conflict between provisions of a product or service, the order resolution is as follows: First, the conditions specified in the Order Form; second, the relevant service schedule; and third, the general terms and conditions.
Where usage-based Units increase beyond the quantities stated in the Order Form, charges will automatically adjust from the following calendar month at the then-current Unit Price.
[bookmark: OLE_LINK1]With effect from each anniversary of the Commencement Date, the Managed Services Charges are subject to an annualised inflationary increase, which is limited to the lesser of the prevailing rate of CPI or RPI. Where this is a negative number, no inflationary increase will be applied.
The Agreement shall remain in force for the Initial Term and may not be terminated for convenience during this period. Upon expiry of the Initial Term, the Agreement shall automatically continue for successive periods of three (3) months, unless and until either party gives not less than ninety (90) days’ prior written notice to terminate. Any such notice may only take effect on or after the expiry of the Initial Term.
With effect from the day after the end of the Initial Term, Charges shall be reset to the greater of: (a) the then-current Charges (after any indexation applied during the Initial Term); or (b) 115% of the initial Charges. Thereafter, annual indexation applies as above.
Notwithstanding the cap above, where any third-party software, licence, cloud, security monitoring/SOC, data retention, telecommunications, or other upstream supplier cost used to provide the Services increases (or is introduced) during the Initial Term, and such increase is outside the Company’s reasonable control, the Company may increase the Charges to reflect the increased supplier cost, provided that the Company gives the Customer reasonable prior written notice and supporting evidence of the increase.
The Customer agrees to use the Services only in accordance with the provisions of the Agreement and the Company’s reasonable instructions from time to time.
The Company may, at its sole discretion, suspend the Managed Services (in whole or in part) if the Company is entitled to terminate the Agreement for any reason. 
Exercise by the Company of its right of suspension in connection with non-payment by the Customer of the Company’s valid charges under the General Terms & Conditions shall not function as a waiver of any right or termination which the Company may have under this agreement.
Managed Services are subject to the Company’s Acceptable Use Policy (AUP).




SERVICE SCOPE
The Company shall provide the Managed XDR Service solely for the Service Components purchased in the Order Form.

SERVICE TERMS (WHAT WE WILL DO)
Work with the Customer to identify the assets within the Customer’s infrastructure and deploy the Services purchased in the Order Form.
Collect logs and other information from the Customer infrastructure, as mutually agreed, for analysis and alerting.
Respond to events and alerts 24x7, notifying the Customer of actions taken and recommendations to facilitate remediation.
Provide threat intelligence and detections (including MITRE ATT&CK mapping where supported) as part of alert enrichment.
Provide activity reporting (including up to 90 days of activity data unless Extended Retention is purchased).
Provide the Service Desk as the single point of contact for Incidents relating to the Managed XDR Service.

SERVICE COMPONENTS
The Managed XDR Service comprises monitoring the Customer’s infrastructure using the Service Components purchased under the Order Form. 
Components may include:
XDR Network Security (sensor/agent/API-based log monitoring and correlation).
XDR Cloud Security (monitoring for identity, privilege and asset risks in supported cloud services).
XDR Endpoint Security (agent-based endpoint monitoring and response, including licensing where applicable).
XDR Server Security (monitoring for malicious activity on supported servers).
XDR Email Security (monitoring for gateway/account takeover/phishing/inbox rule risks where supported).
XDR Extended Retention (12-month rolling retention of logs for service delivery only, where purchased).





The Managed XDR Service comprises the following, using the Service Components purchased under the Order Form. 
24x7 monitoring and alert triage of security telemetry from authorised sources.
Threat detection and correlation using XDR analytics and threat intelligence.
Security incident investigation, containment, and remediation where technically feasible.
Customer notification and guidance during active Incidents.
Monthly service reporting and review meetings.

SERVICE DESK AND SOC OPERATING MODEL
The Service Desk will log all Incidents, assign a unique reference number, prioritise them, and manage their resolution in accordance with the SLA. Upon logging, the Customer will receive a confirmation containing the reference number.
Service Desk is the single point of contact for incidents and requests relating to the Managed Service, for Authorised Users. 
Service Desk staff will respond to telephone calls and emails, logging all Incidents and Requests into the Company’s service management system, which will generate a unique reference.
The Company will maintain a Service Desk that will manage the logging, prioritisation and resolution of all Incidents and Requests reported by the Customer and/or the Company in accordance with the Service Desk description and service levels set out below.   
Upon reporting an Incident or Service Request to the Service Desk, Authorised Users will receive a confirmation email. This email will contain the reference number for the logged ticket.
The Service Desk will determine the business impact and urgency of the Incident with the Authorised User. These factors will be used to set the priority and the target time for responding to the Incident. It is the Service Desk's responsibility to ensure responses to Incidents are within these target times.
The Service Desk owns all Incidents and tracks their progress against resolution targets. Incidents that do not meet their target resolution will be escalated by the Service Desk to senior management within the Company. Critical Incidents will be escalated immediately if they miss their target resolution. The Company will outline remedial actions in writing to the Customer, including full details of the Incident and the necessary steps for rectification.
The Incident ticket is considered resolved and closed once the service has been restored or a workaround has been provided. Root cause analysis or a permanent solution to a workaround will be investigated and implemented on a problem ticket, which the Service Desk will raise. It is the responsibility of the Service Desk team to ensure all Incidents are marked as completed. Incidents will not be left open to monitor for recurrence. 
Once an incident has been completed, it cannot be reopened. In such cases, a new incident will be created.

CONTACT METHODS
Incidents and Requests may be reported via: telephone (designated number), email (designated address), or the Company support portal. The first available engineer/analyst will handle requests received through these channels.

SOC LEVELS
The Company operates a tiered Security Operations model aligned to the Managed XDR Service.
Level 1 – SOC Analysts: Initial alert triage and investigation.
Level 2 – Senior Analysts / Purple Team: Advanced investigation, correlation, and response.
Level 3 – Infrastructure / Endpoint Specialists: Containment and remediation actions.
Level 4 – Incident Response & Forensics (where contracted): Deep forensic and breach response.
INCIDENTS AND REQUESTS
Incidents are security events that require an immediate response. Requests are non-incident service interactions, such as reporting changes, onboarding adjustments, or integration requests.
SERVICE LEVEL AGREEMENT

	Priority
	Description
	Response Time

	High Risk
	Confirmed active threat
	20 minutes

	Medium Risk
	Suspicious activity
	1 hour

	Low Risk
	Informational event
	8 hours



In the event that the Customer’s business continuity plan is invoked, the Service Levels will be temporarily suspended until the recovery actions are complete, as agreed by the parties.



HOURS OF OPERATION
The Company Service Desk will be available remotely to the Customer during the following hours:
24x7 365 days per year (incidents and requests), unless otherwise agreed between the Customer and the Company on the Order Form.
Any Incident or Request requiring an on-site engineer for remediation will be handled during business hours, Monday to Friday, 9 am – 5.30 pm. Support provided outside this timeframe may incur additional fees, which are available on request.
The Security Operations team uses monitoring systems that continuously oversee managed systems 24 hours a day. If any managed system becomes unavailable, an Incident will be logged with the Service Desk, and an investigation into the issue will begin in accordance with the SLAs, which specify prioritisation levels and target response and resolution times, where applicable.
Telephone support is available via a designated telephone number. Support requests made by Authorised Users to the Company’s dedicated support number will be answered by the first available engineer. The Company’s Standard Service Level Agreement applies, as set out below.
Email support is available through a designated email address. Support requests sent by email will be attended to by the first available engineer. The Company’s Standard Service Level Agreement applies, as set out below.
Support is available through the Company client portal. Support requests submitted via the portal will be attended to by the first available engineer. The Company’s Standard Service Level Agreement applies, as set out below.
SERVICE REPORTING AND REVIEWS
The Company will produce monthly reports describing the service provided. Service review meetings are held monthly (or as otherwise agreed) between the Company and the Customer’s designated representatives to discuss service achievements and issues.
DATA COLLECTION, RETENTION AND DELETION
Data collection
The Customer authorises the Company and the Supplier to collect logs and other information from the Customer environment for analysis, alerting, investigation and reporting.
Standard retention
Unless Extended Retention is purchased, platform data is retained for up to 90 days for service purposes (subject to platform policy).
End of contract deletion
At the end of the contract, the tenancy and collected data will be deleted in line with platform processes. An attestation of destruction may be provided where available.
AGREED SERVICE WINDOWS
The Customer acknowledges that changes may be required from time to time, including routine maintenance, installation of critical security fixes, and updates to hardware or application software. Where changes require downtime, the Company will notify the Customer and seek prior agreement where practicable.
ADVICE NOT FOLLOWED AND CHARGEABLE WORK
If the Customer elects not to implement any security advice or remediation guidance provided by the Company (including any recommended containment, configuration change, patch, or other action), the Company shall not be liable for any Incident or other loss, damage, cost, or expense to the extent caused by that decision or omission (subject at all times to the limitations and exclusions of liability set out in the Agreement). Any investigation, remediation, recovery, or other services requested by the Customer, or reasonably required to address issues arising from unimplemented recommendations, shall be charged at the Company’s prevailing rates (or such other rates as agreed via the Change Control Procedure).
LIMITATIONS AND NO GUARANTEE
No cybersecurity service can prevent all attacks. Managed XDR reduces risk but does not guarantee immunity. The Customer understands that the Company and Supplier's Services do not constitute any guarantee or assurance that the security of the Customer’s systems, networks, and assets cannot be breached or is not at risk. These Services are an assessment, as of a particular point in time, of the performance of the Customer’s systems, networks, and assets and any compensating controls. Residual risk remains with the Customer.
EXCLUSIONS
Parts, equipment or software not covered by vendor/manufacturer warranty or support.
Costs of parts, equipment, shipping, licensing, renewals or upgrades, unless included in the Order Form.
Major infrastructure, network, or project changes, upgrades, or projects.
ISP or carrier-related issues.
Any time required to support the Customer in restoring infrastructure due to a security breach (unless separately contracted).
Infrastructure rebuilds or disaster recovery execution.
Regulatory reporting or legal notifications, unless separately contracted.
Security architecture redesign or project work.
Support for unauthorised systems or data sources.

CUSTOMER RESPONSIBILITIES
Allow the Company to ensure subscribed services are installed and implemented within the Customer environment.
Provide adequate space, power and network connectivity for any required sensors/collectors.
Forward security-relevant logs and enable audit logging on relevant systems.
Maintain licensing and provide access to any third-party products required to perform the Managed XDR Service.
Respond to the Service Desk to acknowledge Managed XDR alerts and support timely remediation decisions.
Accept that the Services are not intended to prevent or block all possible breaches or attacks and that residual risk remains.
VARIATION
The Company may make minor amendments to these conditions at any time, and the Customer will be bound by any such changes from the date they are made. While the Company will endeavour to provide the Customer with updated versions, it is the Customer’s responsibility to check the Company’s website periodically for any modifications. The latest version of these conditions will be available at https://auratechnology.com/terms/ManagedXDR (or at any other location notified by the Company). Posting these changes shall be considered sufficient notice of such minor changes to the Customer.
Material Changes to the terms will be provided in writing to the Customer Authorised Contact seven working days before the terms come into effect. 
GOODS AND EQUIPMENT (IF APPLICABLE)
Equipment provided for use in connection with the Service shall not be used for any other purpose. The Company is not responsible for the installation, compatibility or performance of equipment or software not provided by the Company. The Customer shall ensure Company/Supplier equipment on site is insured against loss or damage.
INSURANCE
The Customer is responsible for ensuring that it has appropriate cyber insurance against loss of or damage/corruption of data. In no event will the Company, the Supplier, or their suppliers be liable for loss of or corruption of data stored/transmitted on/using the Service, or any equipment or goods.
FORCE MAJEURE / DEPENDENCY
The Company shall not be deemed to be in breach of the SLA where circumstances prevent it from providing the Services, including lack of internet connectivity at the Customer location(s) or circumstances outside the Company’s reasonable control (including reliance on third-party vendors or service providers).
EMPLOYEE PROVISIONS 
The parties intend and acknowledge that the commencement of the provision of the Managed Service by the Company shall not constitute a relevant TUPE transfer, and the regulations do not apply.
The Customer shall indemnify and keep indemnified the Company against any Employment Liabilities arising out of or in any way connected with the employment or termination of employment of any person who alleges that their employment should have or did transfer to the Company pursuant to the TUPE Regulations under this Agreement.
The Customer agrees that it shall not (except with the prior written consent of the Company) directly or indirectly solicit or entice away (or attempt to solicit or entice away) from the employment of the Company any person employed or engaged by the Company (whether or not in the provision of the Services) at any time during the Initial Term or for a further period of 12 months after the termination of this Agreement. 

CONTRACT CHANGE CONTROL PROCEDURE
The Company and the Customer shall discuss any change to the Service by the other party, and such discussion shall result in either a written request for a change by the Customer or a written recommendation for a change by the Company, under the contract change control procedure.

CONTRACT CHANGE MANAGEMENT 
Changes to services outside normal service delivery are managed through the Change Control procedure and the Company Account Manager. To ensure sufficient time for implementing changes, the correct lead time for requesting a change must be provided. A change request procedure will be established, including lead times, following the implementation of the service levels in this document.

EXIT PLAN
The Company shall assist with migration away from the Service following expiry or termination, subject to the account being fully paid up to and including the termination date. Any additional transition services will be chargeable at a rate agreed at the time of termination via the Change Control Procedure.
The parties agree to determine the Exit Plan and their respective responsibilities within 14 days of notice being given. The Customer shall ensure that any replacement provider has suitably skilled resources to enable a timely handover.
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